
www.manaraa.com

IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 25, NO. 3, JULY 2010 1501

Cyber Security and Power System
Communication—Essential Parts

of a Smart Grid Infrastructure
Göran N. Ericsson, Senior Member, IEEE

Abstract—The introduction of “smart grid” solutions imposes
that cyber security and power system communication systems must
be dealt with extensively. These parts together are essential for
proper electricity transmission, where the information infrastruc-
ture is critical. The development of communication capabilities,
moving power control systems from “islands of automation” to to-
tally integrated computer environments, have opened up new pos-
sibilities and vulnerabilities. Since several power control systems
have been procured with “openness” requirements, cyber secu-
rity threats become evident. For refurbishment of a SCADA/EMS
system, a separation of the operational and administrative com-
puter systems must be obtained. The paper treats cyber security
issues, and it highlights access points in a substation. Also, infor-
mation security domain modeling is treated. Cyber security issues
are important for “smart grid” solutions. Broadband communi-
cations open up for smart meters, and the increasing use of wind
power requires a “smart grid system.”

Index Terms—Communication systems, control systems, cyber
security, information security, IT security, power system commu-
nication, power system control, power systems, SCADA, security,
smart grid, wide-area networks.

I. INTRODUCTION

T HE concept of “smart grid” [1]–[7] has become a “hype.”
It has received considerable momentum during the recent

years, and this is expected to develop even more. Critical parts
here are the cyber security issues and the power system commu-
nication (PSC) systems, which are stressed in this paper. The use
of electricity is of paramount importance to our society, and the
need for power supply is increasing. Here, the concerns on phys-
ical security are quite mature and easy to grasp, whereas now the
digital threats are increasing. By means of the PSC capabilities,
supervisory control and data acquisition (SCADA) systems and
substations are now interconnected with other systems. These
communications take place both over dedicated line and over
the Internet. Also in the earlier projects, information and Infor-
mation Technology (IT) security issues were not considered to
a great extent, or not at all.
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Generally, the trends are that vendors are using commercial
off the shelf (COTS) products as part of their SCADA/energy
management system (EMS) systems, instead of using propri-
etary solutions. Here, the increasing use of standard products,
such as personal computers (PCs), operating systems, and, net-
working elements, now opens up new possibilities and threats.
The knowledge of security can now be more easily known and
divided on more people; the “security-by-obscurity” principle
does not apply to the same extent as before. Instead, the dig-
ital threats arise and must be handled in a structured way. Here,
the awareness of the new possibilities and risks is important.
All people involved must strive to take active decisions on the
choice of adequate technical solutions when deploying a new
SCADA system, or protecting an existing one.

A. Purpose

The purpose of the paper is to emphasize the role of cyber
security and PSC systems in conjunction with each other, in a
smart grid infrastructure, where the information infrastructure
is as critical as the physical. Also, a historical development per-
spective is given, explaining some of the facts of the PSC sys-
tems of today, possessing partly vulnerable structure. The work
described herein is developed and based on several years of
CIGRÉ working group efforts within the field of power systems
communications [8]–[18], where the author has been actively
involved (part of the work as a convener). The most recent re-
sults have been presented in [8] and [12]. Also, the works of
[19]–[21] should be considered.

B. Outline

In Section II, the development phases of power system com-
munication systems are described, together with a classifica-
tion of different communication capabilities and requirements.
Thereafter in Section III, the development of power system con-
trol systems are given, from “islands of automation” to fully
integrated systems. Here also, a discussion on “open systems”
is given. In Section IV, the cyber security issues are treated.
In Section V, cyber security highlights with respect to “smart
grids” are given. The paper ends with concluding remarks in
Section VI.

II. DEVELOPMENT AND CLASSIFICATION OF POWER SYSTEM

COMMUNICATION SYSTEMS

Communication capabilities have developed from narrow-
band, low speed communications to high speed broadband
“highways” for all sorts of communications. From being a
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very delimiting factor, new possibilities have opened up, which
have supported the development of PSC systems described in
Section III.

A. Classifications of Communications

Communication requirements should be classified, since this
facilitates the handling of requirements and the order of require-
ments. One way is to classify requirements into three categories,
namely:

• real-time operational communication requirements;
• administrative operational communication requirements;
• administrative communication requirements.
These three classes were first introduced in 2001/2002 [22],

based on works at the Swedish National Grid. Experiences have
now shown that this classification approach is very suitable [23].
It is now widely used both within and outside Swedish National
Grid.

1) Real-Time Operational Communication Requirements:
Real-time operational communication encompasses commu-
nication in real time that is required to maintain operation of
the power system. The class is in turn divided into real-time
operational data communication and real-time operational
speech communication.

Real-time operational data communication encompasses:
• teleprotection;
• power system control.
The communication is characterized by the fact that interac-

tion must take place in real time, with hard time requirements.
The communication requirements define the design of the tech-
nical solutions.

For teleprotection purposes, messages should be transmitted
within a very short time frame. Maximum allowed time is in the
range of 12–20 ms, depending on the type of protection scheme.
The requirement has its origin in the fact that fault current dis-
connection shall function within approximately 100 ms.

Power System Control mainly includes supervisory control
of the power process on secondary or higher levels. These sys-
tems are of the kind SCADA/EMS. Measured values must not
be older than 15 s, when arriving at the control center. Breaker
information shall arrive no later than 2 s after the event has oc-
curred.

Real-time operational voice communication encompasses
traditional telephony; where voice communication has an
operational purpose, e.g., trouble shooting in a disturbed power
operational case, power system island operations. The actual
possibility of having voice communication is, by the control
center staff, considered as one of the most important tools, both
in normal and abnormal operation cases. Real-time operational
voice communication also includes facsimile for switching
sequence orders.

Also, the means of using electronic mail (e-mail) for transfer
of switching sequence orders is considered.

2) Administrative Operational Communication Require-
ments: In addition to real-time operational communication,
information is needed that, in more detail and afterwards,
support description of what has happened in minor and major
power system disturbances. This class is referred to as admin-
istrative operational communication. Examples are interactions

Fig. 1. “Islands of Automation”.

Fig. 2. Interconnected system structure.

with local event recorders, disturbance recorders, and power
swing recorders.

The communication is characterized by that interaction does
not need to take place in real time. Time requirements are mod-
erate.

Also, the following functions are included in this class.
• Asset management.
• Fault location.
• Metering and transfer of settlement information.
• Security system.
• Substation camera supervision.
3) Administrative Communication Requirements: Adminis-

trative communication includes voice communication and fac-
simile within the company (also between the offices that are at
different geographical locations), as well as to/from the com-
pany, where the communication has an administrative purpose.

III. DEVELOPMENT OF POWER SYSTEM CONTROL SYSTEMS

The PSC system has been and will increasingly be the life
nerve of the power system. It is the necessity and prerequisite
for adequate operation and control of a power system. Also with
respect to new requirements based on information and IT secu-
rity, the focus will increase on the communication system.

Data communication systems have been developed from
proprietary solutions to standardized off-the-shelf solutions,
where the vendors more become system integrators, rather
than power control system designers. Therefore, power system
control systems that used to be formed as “Islands of Automa-
tion” [21], now have developed to interconnected, and even
integrated—see Figs. 1–4.

In fact, it is the technical evolution of communications sys-
tems and their capabilities that have opened up for this inter-
activity. Furthermore based on these possibilities, there were
major forces in the 1990s striving for “open systems” [24], [25]
when procuring power control system. The utilities required the
SCADA/EMS to be more open, and the vendors all claimed that
their system products were open.
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Fig. 3. Partially integrated system structure.

Fig. 4. Today—full integration system structure.

If the projects of procurement of such systems in the 1990s
and early 2000s are studied, it can be noticed that several of the
systems were procured with the requirement of obtaining open-
ness in the PCS system environment. For data communication
systems, the truth is that some PSC systems parts have opened
up [26], whereas other parts are still based on proprietary solu-
tions.

Nevertheless, a customer typically gets what he asks for from
the vendor. So if one asks for “openness” one may get it. And if
one does not ask for “IT security,” one does not get that.

Hence, there are several power utilities around the globe that
now have installed SCADA/EMS and industrial control sys-
tems, which were opened up from the design phase, but had very
limited security incorporated in the system solutions. It was of
course tempting to require the openness, since new possibili-
ties then arose. But these utilities now have information and IT
security problem to tackle. This fact is serious, it is a growing
concern, and it must be taken into account for system daily op-
eration and control by each utility.

IV. CYBER SECURITY ISSUES

Based on the described evolution of PSC systems and limited
concern of cyber security in the 1990s, new issues have arisen,
which are described here.

A. De-Coupling Between Operational SCADA/EMS and
Admin IT, to Secure Operational

When existing SCADA/EMS systems now are being refur-
bished or replaced, the information and IT security issues must
be taken into account.

If an SCADA/EMS system is to be refurbished, the oper-
ational SCADA/EMS system part must be shielded from the

Fig. 5. De-coupling between operational SCADA/EMS and administrative IT
environments.

Administrative part, such that the Operational part is protected
from digital threats that are possible over the Internet connec-
tion.

If an SCADA/EMS system is to be replaced, it is then a very
good occasion to reconsider an overall system structure, and
then incorporate IT security on all SCADA/EMS levels.

A way towards this more secure state is to, if possible,
de-couple the Operational SCADA/EMS system and the Ad-
ministrative IT system. Also, an alternative may be to secure
the firewall configuration in between operational and adminis-
trative parts—see Fig. 5.

B. Threat and Possibilities

The fact that SCADA/EMS systems now are being intercon-
nected and integrated with external systems creates new pos-
sibilities and threats. These new issues have been emphasized
in the CIGRÉ working groups JWG D2/B3/C2.01 “Security for
Information Systems and Intranets in Electric Power Systems”
[11] and D2.22 “Treatment of Information Security for Elec-
tric Power Systems” [12], wherein the author has been an active
member. As part of the JWG efforts, the various interconnec-
tions of a substation were investigated [27]; see Fig. 6. All the
numbered “access points” (1–10) elucidates the possible points
whereto the substation can be accessed. As the reader may see,
there is great number of points. And of course, this number cre-
ates an operational environment that implies possible digital en-
trances and hence digital vulnerabilities.

C. SCADA Systems and SCADA Security

The fact that SCADA systems now are, to a great extent,
based on standardized off-the-shelf products, and increasingly
being connected over Internet for different purposes (remote ac-
cess, remote maintenance), implies that SCADA systems are
being exposed to the same kind of vulnerabilities as ordinary
office PC solutions based on Microsoft products.

This is a delicate question, on what to do and how to handle
this new unsecure situation, since SCADA systems are vital for
several critical infrastructures, where a power control system is
one such system and public transportation is another. The use
of SCADA systems is cross-sectional and it has an impact on
different parts of a society. Here, the protection of the digital
structure of an infrastructure typically refers to “critical infor-
mation infrastructure protection” (CIIP).
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Fig. 6. Access points to SCADA system.

Fig. 7. Information security domains.

D. Governmental Coordination in Sweden on SCADA Security

Like in many other countries, the issues of securing CIIP sys-
tems have been emphasized in Sweden. A governmental coor-
dination action between different authorities and agencies were
started in [28], focusing on SCADA security. The action is based
on that existing organizations participate, such as power util-
ities, water companies, and railway, which have SCADA sys-
tems as critical part of operations. Also, the security police are
represented. Here, the expertise is gathered and experiences are
shared, including both domestic and international knowledge;
everything with the purpose of securing the SCADA systems
being part of the critical information infrastructures of Sweden.
As a natural step, the SCADA Security Guideline has been de-
veloped [29]. Also, technical guidelines and administrative rec-

ommendations are developed which are available for free down-
loading, that support the securing actions of the SCADA sys-
tems in the different areas of operation: power, water, and trans-
portation.

E. Information Security Domains—CIGRÉ Developments

Since the SCADA/EMS systems have become increasingly
integrated, it becomes more difficult to treat the system structure
in terms of “parts” or “subsystems.” The physical realization
of various functions is less evident from a user perspective. In-
stead, it becomes more natural to study a SCADA/EMS system
in terms of “domains.” This concept in application to power sys-
tems was introduced in [11].

A domain is a specific area, wherein specific activities/busi-
ness operations are going on and they can be grouped together.
Here, the following security domains are introduced (see Fig. 7).

• Public, Supplier, Maintainer Domain.
• Power Plant Domain.
• Substation Domain.
• Telecommunication Domain.
• Real-Time Operation Domain.
• Corporate IT Domain.
The purpose of the domain concept is to emphasize for ev-

eryone involved within a specific area the importance and han-
dling of information security issues. Also, one domain X may
be using hardware equipment and/or communications that are
also used by domain Y. Therefore, the domains are typically in-
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terrelated. The domains described above may be different from
one electric utility to another, depending on the utility’s oper-
ation and tasks. The proposed domains in this paper are found
to be chosen in a natural way. It is of course up to each utility
to choose and implement its domains. The ideas presented here
are general and applicable to another set of security domains
and their interdependencies.

The security is treated within each domain, and there always
only one “authority” responsible for security within the domain.

Different interests and compliance with legislative and con-
tractual requirements could make it necessary to define a secu-
rity policy structure using different security domains inside the
power utility. Within one security domain, we shall rely on only
one security policy and only one authority responsible for the
security policy inside the domain. The authority should guar-
antee a minimum security level for the systems in the domain.
The security level of the individual systems must be classified
and may actually vary.

When communicating across power utilities, organizations,
and other companies, using communication networks, the secu-
rity domains should be recognized. For example, a power utility
could define a security domain and related policies and proce-
dures for its telecontrol activity to assure compliance with leg-
islative or regulatory requirements. If similar definitions, proce-
dures, policies, etc. were developed by other power utilities, it
would be easier to discuss and define common rules for the in-
formation exchange or the usage of common resources in a com-
munication network. However today, there are no common defi-
nitions including the terms “security,” and “critical asset.” Also,
there are no common control system security policies or proce-
dures, although groups such as IEC TC57 [50], ISA [53], and
NIST [57], are working on generic policies and procedures. The
reader is also recommended to refer to other valuable sources for
information and cyber security [30]–[61].

A power utility should also discuss and define the policy
structure depending on the topology and the importance of re-
sources in the telecontrol network itself. A power utility on a re-
gional level for example, must decide if all substations, all local
control centers, and the regional control centre should belong to
the same security domain or be split into several domains. This
is particularly true when the utility provides electric as well as
gas, or water products and services. This becomes more of an
issue when utilities share equipments, such as remote terminal
units (RTUs).

Furthermore in WG D2.22 [12], the information security do-
main model has been adopted and further used, in the context of
an information security framework.

An Electric Power Utility (EPU) representing one security au-
thority could define each domain according to the level of pro-
tection required by the organization. The domain model should
be defined based on the results of a risk assessment process
[14], [15]. Fig. 8 shows a model for different types of EPUs in-
cluding examples of interconnections that are elaborated [13].
Appropriate security controls must be assigned to the domains
and inter/intra connections. The EPU systems and data networks
supported by IT components, such as servers, client devices,
data communication infrastructure, access and network man-
agement devices, operating systems, and databases, must be

Fig. 8. Information security domain model.

mapped to the domain model, as well. This model is suited for
a “defense in depth” strategy against cyber risk.

Furthermore, an EPU needs to define its own selection of se-
curity controls for SCADA control systems, based on normative
sources, such as ISO 27002 [47], NIST SP800-53 [57], NERC
CIP [56], or ISA [53]. The controls must be appropriate for the
EPU’s regulatory regime and assessment of business risks.

The security controls need to be defined within each domain
and the information flows between the domains, based on the
agreed risk assessments. For example, the Corporate domain
and Business critical domain controls will depend on an intra-
business risk assessment, whereas the Operational critical do-
main controls are likely to require interdependent risk assess-
ments between other operators and possibly Government agen-
cies in addition to an intra-business risk assessment. Many types
of IT components are required to support EPU control systems
and lists of controls should be elaborated such as [13]:

• system architecture security controls;
• IT support user security control;
• user access security controls.

V. SMART GRIDS

During the last few years, the term “smart grid” [1]–[7] has
become a buzzword. It is not the author’s ambition to define
this here, rather he would like to stress that the development
of power communication systems is a key factor for actually
having a power grid that is “smart.” Due to the capabilities of
having broadband connections, “smart” meters at the household
premises, and RTUs with digital intelligence, together form a
perquisite for a having a grid that could be considered “smart.”
We will in the near future encounter similar information and IT
security considerations as described earlier in this paper.

A. Smart Meters

The broadband connections make it possible to transfer data
faster and of more “bulky” kind if needed. The utilities now use
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the possibility of remotely reading the consumers’ consump-
tions at each household, without the need to actually go to the
premises and without notifying the customers. This saves time
and money. But the broadband capabilities also open up new
ways of introducing new functionality, both at the meters and in
the central system collecting metering data.

Furthermore, the utilities are interested in transferring data
to the households. Such data could include price information
(USD/kWh) and “special offers.” But data could also be con-
trols, which then open up new cyber security considerations that
need to be treated. One such example, which is a delicate issue,
is to deal with “Which party will be responsible when, by mis-
take or by intentional digital tampering, a household is discon-
nected for two weeks, and that the owner of the house gets dam-
ages by destroyed food or water leakage, when he is away on two
weeks of vacation?” The owner? The utility? Who? These is-
sues are clearly related to cyber security and they must be raised
within the electric power arena.

B. Smart Grid Systems—A Way Towards the Use of Wind
Power

Another rising issue is the introduction of wind power in
many countries. Some people may claim that is marginal, but in
fact, this is clearly evident. For example, in Sweden, 20–30 TWh
out of the total yearly consumption of 150 TWh may be based on
wind power within ten years. This is certainly not marginal for
the transmission system operator (TSO) Swedish National Grid.
The intermittent production of power by a wind mill, in combi-
nation with maintaining the electrical balance, for example by
means of increased use of hydro power, is very delicate.

These facts together constitute a challenge, and we here must
work with smarter solutions, forming a “smart grid system.”

VI. CONCLUDING REMARKS

PSC and cyber security issues are vital parts of the critical
information infrastructure, such as a smart grid system. Here
a historic perspective has been given, tying up PSC and cyber
security. Also, the development of isolated “islands of automa-
tion” to fully integrated computer environments has been de-
scribed. The “openness” required in the 1990s has opened up
new possible vulnerabilities, which creates cyber security issues
to be addressed and solved, e.g., integrated SCADA/EMS sys-
tems and administrative office IT environments must now be
separated. Also, the author’s experiences from his involvement
in CIGRÉ developments have been given.

Furthermore, cyber security issues become increasingly im-
portant, when the term of “smart grid” has been introduced, and
these developments will accelerate. This is evident for the use of
smart meters and introduction of wind power, forming a “smart
grid system.”
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